


OITPEJAEJIEHUA

B HacTosiiemM JOKyMEHTE UCTIONB3YIOTCS CIEAYIONINE TEPMUHBI U UX ONPEACICHUS.
ABTOMATH3MPOBAHHAS CHCTEMA — CUCTEMA, COCTOAILAs U3 IEPCOHANA U KOMILUIEKCa
CPEIICTB aBTOMATH3AIlMU €ro JEATCILHOCTH, peau3yiomas HWHHOPMAIMOHHYIO
TEXHOJIOTHUIO BBIMIOJHEHUSI YCTAHOBIICHHBIX (PYHKITUH.

AyTeHTH(UKAIMSA OTHPABUTENS] JAHHBIX — TOJTBEPXKICHUE TOTO, YTO
OTHPABUTENH MOJTYUYEHHBIX JaHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onmacHoCTh  MEPCOHAJIBHBIX  JaHHBIX —  COCTOSIHUE  3allUMIIEHHOCTH
NEPCOHATBHBIX  JAHHBIX, XapaKTePU3yeMOE  CHOCOOHOCTBIO  IOJIb30BATENEMH,
TEXHUYECKUX  CPEACTB W HMH(POPMALMOHHBIX  TEXHOJOTUH  OOECHeYHTh
KOH(UIEHITUATBHOCTD, LIEIOCTHOCTh M JAOCTYIMHOCTh NEPCOHAIBHBIX JaHHBIX MPU UX
00paboTke B MHGOPMAITMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX.

biokupoBaHue MNeEPCOHANBHBIX [JAaHHBIX — BPEMEHHOE IMpeKpaiieHue coopa,
CUCTEMAaTHU3allMM, HAKOIUICHMSI, HCIOJIb30BaHUS, PACIPOCTPAHEHUS TEPCOHATBHBIX
JTAHHBIX, B TOM YHCJI€ UX Mepelayuu.

Bupyc (koMIbIOTEepHBbIH, IPOrPAMMHBIN) — UCIIOIHSAEMbIA IPOTPAMMHBIA KOJI WJIN
MHTEPIPETUPYEMBIIA Habop WHCTPYKIUH, o0J1aJarouii CBOMCTBaMHU
HECAaHKIIMOHUPOBAHHOTO PACHPOCTpaHEHUs U caMoBocipou3BeneHus. Co3laHHbIE
nyONMUKaThl KOMIBIOTEPHOTO BHpyCa HE BCETZla COBMANAalOT C OPUTHHAIOM, HO
COXPAHSIIOT CIIOCOOHOCTH K JanbHEeUIIeMy pacrpoCTpaHEHUIO u
CaMOBOCITPOU3BEEHUIO.

Bpenonocnass mporpamma — mporpamMma, NpeJaHa3HAu€HHas IJisi OCYIIECTBJICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYIa M (WJIM) BO3JEHCTBUS HAa TEPCOHATBHBIC JAHHBIC
WM pecypchl UHPOPMAITMOHHON CUCTEMBI IEPCOHATILHBIX JaHHBIX.
BcnoMorartesibHble TeXHHYECKHE CPEACTBA U CUCTEMbI — TEXHHUUECKUE CPEICTBA U
CHCTEMBI, HE TIpeTHAa3HAaYCHHBIE IS Tiepeaadn, 0OpabOTKU M XpaHEHUS TIEPCOHATBHBIX
JTAHHBIX, YCTAaHABIMBAEMbIC COBMECTHO C TEXHUUYECKUMHU CPEJICTBAMU M CUCTEMaMHU,
npeaHa3HAaYeHHBIMU IS 00paOOTKH MEPCOHAIBHBIX JAHHBIX WIA B MOMEIEHUSX, B

KOTOPBIX YCTAHOBJICHBI I/IH(l)OpMaHI/IOHHLIe CHUCTCMEI IICPCOHATIBHBIX JAaHHBIX.



Joctym B ONepaniioHHYI0 cpely KOMIbIOTepa (MH(OPMALMOHHOM CHCTEMbI
MePCOHAJIBLHBIX JIAHHBIX) — TIOTy4YEHHE BO3MOXKHOCTH 3aITyCKa Ha BHIIOJHEHUE IITATHBIX
KOMaHJ, (PYHKIUH, TPOIEAYP OMEPAIIOHHONW CHUCTeMbI (YHUUTOXKCHHSI, KOTIMPOBAHMA,
NepEMENICHUS U T.11.), UCTIONHIEMBIX (DaiJIOB PUKIAHBIX POTPAMM.

Jloctyn k mHGOPMALIMH — BO3MOXXHOCTb MOTy4eHUsI HH(OPMALIUH U €€ UCTIOb30BAHHS.
3aki1ai0uHOe YCTPOMCTBO — DJEMEHT CpeACTBa CheMa HHQPOPMAILMH, CKPHITHO
BHEJPSIEMbIH (3aKJIaIbIBAEMBIN WM BHOCUMBII) B MECTa BO3MOYKHOTO CheMa MH(popMaIin
(B TOM umcie B OrpakAeHHE, KOHCTPYKIIMIO, OOOpYIOBaHWE, MPEIMEThl HHTEPhEpa,
TPAHCIIOPTHBIE CPEJCTBA, a TAKXKE B TEXHUYECKHE CPEACTBA U CHCTEMbI OOpabOTKU
uHbOopMaIn).

Saumaemas uHgopmanms — UHGOPMALIS, SBISIONIASACS MPEAMETOM COOCTBEHHOCTH M
MOJJISKAINAST 3al[UTE B COOTBETCTBHU C TPEOOBAHUSIMUA TMPABOBBIX JOKYMEHTOB WU
TpeOOBaHUSIMH, YCTAHABIUBAEMBIMU COOCTBEHHUKOM MH(OpMALIUH.

HNnentudukanusi — nNpucBoeHHE CyObeKTaM M O00BEKTaM JOCTyNa HaeHTU(HUKATOpa U
(WM) cpaBHEHHE TPETBSBISIEMOr0 HIACHTU(UKATOpa C TMEPEeYHEM IPUCBOCHHBIX
UJICHTU(PUKATOPOB.

HNudopmaTuBHBIN CUTHAJI — DIIEKTPUYECKUE CUTHAJIBI, AKyCTUYECKHUE,
DNIEKTPOMArHUTHBIE U Apyrue (PU3MYecKUe MOJs, M0 MapaMeTpaM KOTOPBIX MOXET ObITh
packpbiTa KoHbuAeHIMaIbHas nH(opMalys (MepCOHATBHBIC JaHHbIE) oOpadaThiBacMasi B
UH()OPMAITMIOHHON CHCTEME TIEPCOHATTBHBIX JaHHBIX.

Nudpopmanuonnas cucremMa NePCOHAJIBHBIX JAHHBIX (MCIIAn) —
nH(OpMAITMOHHAS CUCTEMa, MPEJCTABIAONMIAs COO0N COBOKYITHOCTh MEPCOHAIBHBIX
JAHHBIX, COJIepkKAIIMXCA B 0a3e MaHHBIX, a TaKKe WH(OOPMAITMOHHBIX TEXHOJIOTHI U
TEXHHMYECKUX  CPEJICTB, TMO3BOJSIONIMX  OCYIIECTBIATH  0OpabOTKy  TaKuX
MEPCOHANBHBIX JaHHBIX C WCIOJIb30BAHUEM CPEJCTB aBTOMATH3alMKM WM 0e3
UCTIONTb30BaHUS TAKUX CPEJICTB.

HNudopmauuoHHble TeXHOJIOIMM — TIPOLIECCHI, METO/ABI TIOHMCKa, cOOpa, XpaHEeHus,
00pabOTKH, MPEAOCTABIICHHS, PACIPOCTPAHEHHUSI THPOPMAITUH U CTIOCOOBI OCYIIIECTBICHUS

TaKuX MMPOUCCCOB 1 MCTOAOB.



Hcnoab3oBanne  MepCOHAJBHBIX  JAHHBIX —  JedcTBUA  (omepauuu)  C
MEPCOHANILHBIMU JIAHHBIMU, COBEPIIIAEMbIE€ OTEPATOPOM B LIEIISAX MPUHATUS PEIICHUN
WIM COBEPIINEHUS WHBIX NEUCTBHM, MOPOKIAIOMNX FOPUIMYECKUE TIOCIEIACTBUS B
OTHOUIIEHUH CYObEKTa MEPCOHANBHBIX JAHHBIX WIH APYTHUX JIUI MO0 UHBIM 00pa3oM
3aTparvuBalOIUX TpaBa U CBOOOABI CYOBEKTa MEPCOHANBHBIX JAHHBIX WU JIPYTHX
JIUII.

Hcrounuxk yrpo3sl Oe3omacHocTH HHGOpMAIUMU — CYOBEKT JOCTYMa, MaTepUaTbHBIM
OOBCKT WM (MBUYECKOE SIBJICHHE, SIBJISIOINIMECS TPUYMHOW BO3HHUKHOBEHHS YTPO3BI
0e301macHOCTH HH(pOPMAITUH.

Kontposmpyemasi 30Ha— TIPOCTPaHCTBO  (TEppUTOpHs, 3/[aHHUE, YaCTh 3/aHUA,
TIOMEIIICHNE), B KOTOPOM HUCKITFOUEHO HEKOHTPOJIUPYeMOe TPeObIBaHKE TTOCTOPOHHKUX JIHII, &
TaKKE TPAHCIOPTHBIX, TEXHUYECKUX Y UHBIX MAaTEPUATTBHBIX CPE/ICTB.
KonduaeHIHAIBHOCTh MEPCOHABHBIX JAHHBIX — O00s3aTeIbHOEC U COOJFOICHUS
OIepaTopoM WIA HMHBIM TIOJYYMBIIMM JIOCTYI K TEPCOHATBHBIM JIAHHBIM JIUIIOM
TpeOoBaHNE HE JIOIMyCKaTh MX pacipocTpaHeHne 0e3 coryiacusi CyObeKTa MEPCOHATBHBIX
JIAHHBIX WJIA HAJTYXS] MTHOTO 3aKOHHOTO OCHOBAHHUSI.

MexcereBoli 3KpaH — JIOKaJIbHOE (OJJHOKOMIIOHEHTHOE) WM  (DYHKIIMOHAIBHO-
pacrpeiefieHHoe  TporpaMMHOE  (IpOrpaMMHO-aNNapaTHOE) CPEICTBO  (KOMILIEKC),
peanmzyoliee KOHTpOoIb 3a MH(pOpMAIUeH, OCTyHAalome B NHPOPMAIIMOHHYIO CHCTEMY
MIEPCOHAIBHBIX JAHHBIX U (UJIH) BBIXOSIIEH 13 UHPOPMAIIMOHHON CHCTEMBI.
Hapyumresb 6€301MacHOCTH NEPCOHATBHBIX IAHHBIX — (H3UYECKOE JIUTI0, CITy9YaiiHO WITN
NPETHAMEPEHHO COBEPIIAIOIIEE JICUCTBUS, CJIEACTBUEM KOTOPBIX SIBIISIETCS HapyIICHUE
0€30MacHOCTH TIEPCOHANIBHBIX JIAHHBIX TMPH UX 00pabOTKE TEXHUYECKHMMHU CPEIICTBAMH B
UH(OPMAIMOHHBIX CUCTEMaX IePCOHATBHBIX JTAHHBIX.

HeaBromaTuzupoBaHHasi 00pa0doTka MNePCOHAJBHBIX JAHHBIX — 00paboTKa
NMEPCOHANIBHBIX ~ JaHHBIX,  COJCP)KANIUXCAd B  HMHPOPMAIIMOHHOW  CHCTEMeE
MEPCOHANBHBIX JIAHHBIX JIMOO W3BJICYCHHBIX W3 TAaKOM CHUCTEMBI, CUHUTACTCA
OCYILIECTBICHHON oe3 WCITOJIb30BAHUS CpenCTB aBTOMATHU3AINH
(HEaBTOMATH3WPOBAHHOM), €CJIM TaKWe ICHCTBHS C NEPCOHAJIBHBIMHU JTAHHBIMH, KakK

WCMOJIb30BaHNE, YTOYHEHUE, PACIPOCTPAHEHUE, YHUUYTOKECHUE NEPCOHAIBHBIX



JAHHBIX B OTHOIIEHUHM KaXIOr0 U3 CYOBEKTOB NEPCOHANBHBIX JIAHHBIX,
OCYUIECTBIISIOTCS MPU HEMOCPECTBEHHOM yYaCTUHU YEJIOBEKa.

HenexnapupoBaHuble BO3MOKHOCTH — (YHKIIMOHATGHBIE BO3MOXXHOCTH —CpPE/ICTB
BBIUMCIIUTEIIbHON TEXHWKW, HE OIMMCAHHBbIE WIA HE COOTBETCTBYIOIIME OIMCAHHBIM B
JMOKyMEHTAIlMA,  TPW  WCHOJNB30BAHUM  KOTOPHIX ~ BO3MOXKHO  HapyIIICHUE
KOH(PHACHIIMATEHOCTH, JJOCTYITHOCTH T TIEJIOCTHOCTH 00pabaThiBaeMoii HH(OpMAITHH.
HecaHKIIMOHUPOBAHHBIN JOCTYNl (HECAHKIMOHMPOBAHHbIEC EHCTBHS)— JOCTYI K
uHpopMaMK WM JCHCTBUS ¢ WH(pOpMAIWEH, HapyIIArOIUe IpaBWia pa3rpaHUuCHUS
JIOCTYTIa C MCIOJIb30BAHMEM IITATHBIX CPEJNICTB, MPEIOCTARISIEMBbIX HHPOPMALIMOHHBIMU
CUCTEMaMU MEPCOHAIIbHBIX JIAHHBIX.

Hocureans undgopmanuu — Gu3ndeckoe JUI0 WIM MaTepUaTbHbI OOBEKT, B TOM YHUCIE
dbu3ryeckoe mose, B KOTOpOM MHGOpMAIIMS HAXOJUT CBOE OTPAXKEHUE B BUIE CHMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHUYECKUX PEIICHWHA W  TIPOIECCOB, KOJIMYECTBEHHBIX
XapaKTEePUCTUK (PU3UUECKUX BEIIMYHUH.

O0e31MYUBaHUEe TMEPCOHANBHBIX JAHHBIX — JCUCTBUS, B PE3YJbTaTe KOTOPBIX
HEBO3MOYKHO OIPEICTUTh TPHUHAIIC)KHOCTh TMEPCOHATBHBIX TAHHBIX KOHKPETHOMY
CyOBEKTY EPCOHATBHBIX JTAHHBIX.

O0padoTka mNepCcOHAJIBbHBIX JAHHBIX — JEHCTBUS (Omepaly) € MEePCOHATbHBIMU
JTAHHBIMK, BKJIIOYas COOp, CHCTEMaTW3alliio, HAKOIUICHWE, XpaHCHHE, YTOYHCHHE
(oOHOBJIEHME, U3MEHEHHE), UCTIOJIL30BaHUE, PACTIPOCTpaHEHHEe (B TOM YHCIIE Mepeaady),
00e3mM4rBaHue, OJI0KMPOBAHNE, YHUUITOKEHUE IEPCOHAIBHBIX JAHHBIX.
OOmenocTynHble NePCOHAJBHbIE [IaHHbIE — TIEPCOHANBHBIC JaHHBIC, TOCTYII
HEOTPAHUYEHHOTO Kpyra JIMIl K KOTOPHIM TMPEAOCTABJIEH C COTJlacusi CyOBheKTa
MEPCOHANILHBIX JaHHBIX WM Ha KOTOPbIE B COOTBETCTBHHM ¢ (helepatbHBIMU
3aKOHAMHM HE paclpocTpaHseTcs TpeOoBaHUE COOIOACHUS KOH(PUISHIIMAIBHOCTH.
Onepatop (MepCOHANBHBIX JAAHHBIX) — TOCYJApCTBEHHBIH OpraH, MyHHIIMIATLHBIN
Opras, IOPUINYECKOe WK (PU3UUECKOE JIMIIO0, OPTaHU3YIOIIee U (M) OCYIIECTBIISIOIIES
00pabOTKy TIEPCOHATBHBIX JAHHBIX, a TaKXKe OMNPEACIHIIONE IIeA W COJCPKAHUC

00pabOTKH MEePCOHATBHBIX JIAaHHBIX.



IlepexBar (WH(poOpMamMM) — HENPAaBOMEPHOE TMONXydeHHUE HMHPOpMALMH  C
HCII0JIb30BAaHUEM TEXHUYECKOTO CPEJICTBA, OCYIIECTBIAIONIET0 0OHAPYKEHHUE, TIPUEM
1 00pab0TKy MH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble TaHHBbIE — JTI00as MHPOpPMAIKs, OTHOCAIIASCS K ONPEICICHHOMY
WIA ONpeAeTsieMOMYy Ha OCHOBAaHHUHM TakoW HHpopManuud (U3NYECKOMY JIUILY
(cyObeKTy mepcoHaIbHBIX JAaHHBIX), B TOM YHCIE €ro (paMIins, UMs, OTYECTBO, TOJ,
Mecsll, JlaTa U MECTO POXACHHS, aJpec, CeMeilHoe, COlMaIbHOE, UMYIIECTBEHHOE
MOJIOKEHHUE, 00pa3oBaHue, Mpodeccus, TOXOIbl, Apyras HHPOPMAIIHSL.

[To0o4HBIe 3JIEKTPOMATHUTHBIE H3JIYYEHUS] M HABOJAKHU — DJIEKTPOMArHUTHBIC
U3IIyYeHUs TEXHUYECKHX CpeACTB 0o0paboTKM 3amuiiaeMor  uHpopmarmu,
BO3HHUKAIOIIME KaK MOOOYHOE SBIICHUE M BBI3BAHHBIC SJICKTPUYECKUMHU CHTHATAMH,
JNEUCTBYIONIMMUA B HMX DJJCKTPUYECKUX M MArHUTHBIX IEMsAX, a TaKKke
DJICKTPOMAarHUTHBIC HABOJKH OJTHUX CHUTHAJOB HA TOKOMPOBOMSAIINE JIMHUH,
KOHCTPYKIIMH U LMY TUTAHUSI.

I[MouTHKA «YHUCTOrO CTOJA» — KOMIUIEKC OPTaHU3AIMOHHBIX MEPOIPUSITHH,
KOHTPOJIMPYIOIINX OTCYTCTBUE 3alMCHIBAaHUS Ha OyMa)KHbIE HOCHTENW KIIIOYeH u
aTpuOyTOB JIOCTYyMA (TapoJieit) U XpaHEeHUsI X BOJIM3U O0OBEKTOB JOCTYIA.
IMoab30BaTes b MHPOPMALMOHHOI CHCTEMBbI TMEPCOHAJIBHBIX JAHHBIX — JIHIIO,
ydacTByoIlIee B (PYHKIMOHHUPOBAHHHM WH(GOPMAIIMOHHOW CHUCTEMBI IMEPCOHATBHBIX
JTAHHBIX WM UCTIONB3YIOIIEe PE3yNIbTaThl €€ YHKIIMOHUPOBAHHUS.

IIpaBuia pa3rpaHuYeHusi JOCTYNA — COBOKYITHOCTh MPaBUJI, PETIAMEHTHUPYIOIINX
mpaBa J0CTyna CyObeKTOB JOCTyIa K 00beKTaM J0CTyma.

IIporpammHas 3akJjajJKa — KOJ IIPOrpaMMbl, NIPEAHAMEPEHHO BHECEHHBIM B
IporpamMMy C IIENIbI0 OCYIIECTBUTh YTE€UKY, U3MEHUTH, OJOKHUPOBATh, YHUUTOXXHUTH
uHOOPMAITUIO WIA YHUUYTOXHUTh U MOAUGPUIIMPOBATH MPOTPAMMHOE OOeCTeueHUe
MH(OOPMAIMOHHOW CHCTEMbl MEPCOHANbHBIX JAaHHBIX M (WJIKM) OJOKUPOBATH
anmapaTHbIE CPE/ICTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTH4Y€ECKOe) BO3/IeMCTBHE —

HECAaHKIIMOHUPOBAHHOE  BO3JEHCTBUE  HA  pecypchl  aBTOMATU3UPOBAHHOMU



WH(POPMAITMOHHON CHUCTEMBI, OCYIIECTBIIIEMOE C HCIOJIb30BAHUEM BPEIOHOCHBIX
IPOrpamMM.

PackpbiTHe nepCcOHANBHBIX JAHHBIX — YMBIIUJICHHOE WM CIIy4yalHOE HapylIeHUe
KOH(UIECHIIUAIBHOCTH NMEPCOHANIBHBIX JaHHBIX.

PacnpocTpaHeHue mNepCOHAIBLHBIX JAHHBIX — JICHCTBUS, HAMNpaBJICHHbIE Ha
nepegadyy MEpCOHAIBHBIX  JIAHHBIX  OMNpEIEJIeHHOMY Kpyry Jui (mepegada
MEePCOHAIBHBIX JAHHBIX) WJIM Ha O3HAKOMJICHHE C TEPCOHAJIBbHBIMH JTaHHBIMHU
HEOTPAHWYCHHOTO KPYTa JIWII, B TOM YHCJIe 00HApOJO0BaHUE TIEPCOHATBHBIX JaHHBIX B
CpeAcTBax  MaccoBod  umH(popMammu,  pasmenieHue B HHGPOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WJIH MPEAOCTABIECHUE AOCTyINa K MEPCOHAIbHBIM
JIAHHBIM KaKUM-JIHOO MHBIM CTIOCOOOM.

Pecypc wundopManmoHHOM CHCTEMbI — HWMEHOBAHHBIM JJEMEHT CHUCTEMHOIO,
IIPUKJIATHOTO WIIN arrmapaTHOro oOecrieueHus (YHKIMOHUPOBAHUS
UH(OPMAIMOHHON CUCTEMBI.

CnennanbHble KATErOpUM IEPCOHAJBHBIX [JAHHBIX — IEPCOHAIBHBIC JaHHBIE,
Kacaloluecs: pacoBOM, HAIMOHAJIBLHON MPUHAJJICKHOCTH, MOJIUTUYECKUX B3TJISIOB,
PEIUTHO3HBIX WM (GUIOCOPCKUX YOCKICHUM, COCTOSHHUS 3J0POBbS M HWHTUMHOM
YKU3HU CyObEKTa MEPCOHATbHBIX TaHHBIX.

CpencrBa BbIMMCIMTETbHOM TEXHUKH — COBOKYMHOCTb MPOIPAMMHBIX M TEXHUYECKUX
AJIEMEHTOB CHCTEM OOpaOOTKH JAHHBIX, CIOCOOHBIX (DYHKITMOHHPOBATH CAMOCTOSTEIHHO
WJIU B COCTaBE JIPYTHX CUCTEM.

Cyobekt gocryma (cyObekT)— JMII0O WIM TpOLecc, JCUCTBUS  KOTOPOTO
pETIAMEHTUPYIOTCA MPAaBUJIaMU Pa3rpaHUUYEHUs] TOCTYIIA.

Texnuyeckuii KaHaa yredku WHGOPMALMHU — COBOKYITHOCTh HOCHUTENST MH(pOpMAIU
(cpenctBa 00pabOTKM), GU3HMUSCKOM Cpe/bl PACIpOCTpaHeHHsT HH(OPMATHBHOTO CUTHAJIA U
Cpe/CTB, KOTOPBIMH JTIOOBIBACTCS 3alluIiaeMast iHpopMariys.

Texnuyeckue cpeacrsa HH(OPMALMOHHON CHCTEMbI NEPCOHAJBHBIX JAHHBIX —
CpEJICTBA BBIUMCIIUTEIIHHON TEXHUKH, MH(GOPMAIIMOHHO-BHIYMCIUTEIILHBIC KOMIUICKCHI U
CETH, CPEJICTBa M CHCTEMBbI Tepenauu, nmpruema u oopadotku [1JIH (cpeacTBa u cucTeMbI

3BYKO3aIIMCH, 3BYKOYCWICHUS, 3BYKOBOCIIPOU3BCICHUA, TICPCTOBOPHBIC U TCIICBU3MOHHBIC



YCTPOWCTBA, CPEACTBA U3TOTOBJICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U JPYTHEe TEXHUYECKUE
cpencTBa 00pabOTKH peueBor, rpapuaeckoid, BUeo- M OYKBEHHO-1TU(POBOKM HHBOPMAIHHN),
MPOrpaMMHBIE CPEZICTBA (OTIEPAIIMOHHBIE CHCTEMBI, CHCTEMBI YIIPABJICHUS Oa3aMyl JTaHHBIX
U T.IL.), CPEICTBA 3AIUTHI HH(OPMAITUH, IIPUMEHsIEMbIE B MTH(OPMAITMOHHBIX CUCTEMAX.
TpancrpannyHas nepeaadya MepcoOHAJIbLHBIX JAHHBIX — ME€pe/ladya MEePCOHATBHBIX
JaHHBIX omnepaTtopom yepe3 [ocynmapctBennyro rpanunly Poccuiickon ®denepanun
OpraHy BJIACTU UHOCTPAHHOTO TOCYIapCTBa, (PU3NUECKOMY WU IOPUIAYECKOMY JTHILY
MHOCTPAaHHOI'O TOCYyAapCTBa.

¥Yrpo3bl 0€30NaCHOCTH NMEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBUM M (PAKTOPOB,
CO3/JAIOIIMX ONACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM YHCIIE CIIy4alHOro, JOCTYyIa K
NIEPCOHATBHBIM JTAHHBIM, PE3YJIHTATOM KOTOPOTO MOMKET CTaTh YHHUUTOKEHUE, U3MEHEHUE,
OJIOKMpOBaHKE, KOMTMPOBAHUE, PACIIPOCTPAHEHHUE MEPCOHATBHBIX JIAHHBIX, a TAKKE MHBIX
HECAHKLIMOHUPOBAHHBIX JECHCTBUA MpH HX 00paboTke B HMH(POPMAIMOHHOM CHCTEME
MIEPCOHAIILHBIX JTAHHBIX.

YHUYTOKEHHE TEPCOHAJIbHBIX JAaHHBIX — JICHCTBUS, B PE3YJbTaTe KOTOPBIX
HEBO3MOYKHO BOCCTAHOBUTH COJIEP)KAHHUE IEPCOHATBHBIX JAHHBIX B HWH()OPMAIMOHHON
CHCTEME TNIEPCOHAIBHBIX JIAaHHBIX WM B PE3YJIbTaTe KOTOPBIX YHHUTOXKAOTCS
MaTepHuaibHble HOCUTENIN MEPCOHAIBHBIX TaHHBIX.

Yreuka  (Gammimaemoi) — uHpoOpMAUMM @ MO TEXHHYECKHM  KaHAJIAM —
HEKOHTPOJIMPYEMOE ~ PACIpOCTpaHeHHEe HHQPOpPMAIMM OT HOCHUTENS  3alIMIIAeMOM
uHpopmamK yepe3 (PU3NUECKYIO Cpely 10 TEXHUYECKOTO CPEICTBA, OCYILECTBIISIOIIETO
nepexBaT HHPOPMAIIUH.

Ya3zBumocTb — cradoCTh B CPEACTBAX 3alllUThI, KOTOPYIO MOXKHO HCIIONIBb30BATh JUIS
HapyIIEHHUs1 CUCTEMBI WM COJIEprKallieiicsi B HeM MH(pOpMAaLIUK.

IenocTtHocTh MHGOPMAIMK — CIIOCOOHOCTHh CPEJICTBA BBIYMCIIMTEIBHOM TEXHHWKH WIIH
AaBTOMAaTHU3UPOBAHHOM CHUCTEMBI 00ECHeYrBaTh HEM3MEHHOCTh MH(POPMAIMK B YCIOBUSIX

CITy4aifHOTO VI/WJTH TIPETHAMEPEHHOTO UCKAKEHUS (pa3pyIieHus ).



OBO3HAYEHUSA U COKPAILLIEHU A

ABC — aHTHBHUpYCHBIE CPEJICTBA

APM — aBTOMaTH3MpOBAaHHOE pabouee MECTO

BTCC — BcnoMorarenbHble TEXHUYECKHE CPENICTBA U CUCTEMBI
NCIIJIH — uadopMaIioHHasi CUCTEMA MEPCOHAITBHBIX JIaHHBIX
K3 — koHTpompyemast 30Ha

JIBC — nokanbHas BEIYUCIUTENbHASI CETh

MD — MexceTeBoil F3KpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYIT

OC — onepanoHHas cucTema

OY — 00pazoBaTenbHOE YUpEKICHUE

[1/11 — mepcoHanbHbBIE JaHHBIE

[IMB — nmporpaMMHO-MaTeMaTHYECKOE BO3/ICHCTBUE

[1O — mporpamMmmHoe o0ecreueHue

[TOMHH — no6o4HbI€ 31€KTPOMAarHUTHBIE N3TyYEHUsI K1 HABOJKH
CA3 — cucrema aHanm3a 3allUIIEHHOCTH

C3U — cpeacTra 3ammThl “HGOPMAIUU

C3I1du — cucremMa (ToicucTeMa) 3allyThl MEPCOHATBHBIX TAHHBIX
COB — cucrema 00Hapy>XeHHUSI BTOP>KEHUN

TKYU — TexHnueckre kaHaibl yTeUKd HH(OPMAIU

VYBIIIH — yrpo3s! 6€301macHOCTH MEPCOHATBHBIX TaHHBIX

AWNDB — AnqmunuctpaTop MH(DOPMALMOHHON O€3011acCHOCTH



BBEJIEHUE
Hacrosmas [Tonmutruka nHpOpManmonHoi 6e3omacHoctu (qanee — [lonmutrka)
MBOY «COLI Ne 10» (manee - OY) siBnsieTcst JoKaIbHBIM akToM OV,

[Tomutuka pa3paboTaHa B COOTBETCTBHMU C IEMSAMH, 33JadaMd M TMPUHITATIAMUA
obecricueHus: 0€30MaCHOCTH TEPCOHAIBHBIX JaHHBIX, H3JI0KEHHbIX B KoHuenuuu
uHpopMmarmonnoi 6e3onacHoctu UCIT/Iun OV.

[TonuTuka pazpaboTaHa B COOTBETCTBUU ¢ TpeOoBaHUsIMU DenepaibHOTO 3aKOHA OT
27 wnronsa 2006 1. Ne 152-®3 «O mnepcoHanbHBIX AaHHBIX» W [locTaHOoBICHUS
[IpaBuTenscTBa P® oT 01.11.2012 No 1119
"OO6 yTBEepXJICHUU TPEOOBAHUM K 3aIlIUTE TIEPCOHAIBHBIX JIAHHBIX MPU UX 00pabOTKe

B I/IH(i)OpMaIJ;I/IOHHBIX CUCTCMAX IICPCOHAJIIBHBIX ,Z[aHHI)IX", Ha OCHOBAHHH:

- «Pexomenpammii mo o0ecrneyeHn0 OE30MaCHOCTH MEPCOHANBHBIX JTAHHBIX MPU HX
00paboTke B MH(GOPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTAHHBIX», YTBEPKICHHBIX

3amecrturenem nupekropa @CTIOK Pocenn ot 15.02.2008 1.;

- «TUNoBbIX TpPeOOBaHMN MO OpraHU3alMud U OOECHEeYeHHUI0 (PYHKIHOHUPOBAHUS
MUPPOBAIbHBIX (KpUNTOrpaUuecKrx) CpencTB, NpeIHA3HAYEHHBIX JUIS 3alllUThl
uH(popMaIuu, HE COoAepkKalIel CBEIEHUH, COCTABISAIOIUX TOCYIapCTBEHHYIO TallHy
B CIyyae HUX HCHOJb30BaHUS UId oOOecreueHus: 0e30MacHOCTH MepCOHAbHBIX
JAHHBIX MPU UX 00pabOTKE B MH(DOPMAIMOHHBIX CHCTEMAaX MEPCOHANIBHBIX JAHHBIX),
yTBepx)AeHHBIX pykoBoAcTBOM 8§ Llentpa ®Cb Poccun 21.02.2008 1. Ne 149/6/6-662.
B IlonuTuke onpeneneHsl TpeOOBaHMS K TIEPCOHAY, 33/IECTBOBAaHHOMY B paboTe C
HUCITa OV, creneHb OTBETCTBEHHOCTH NEPCOHANA, CTPYKTypa M HEOOXOAMMBIN
YPOBEHb 3alllMIIEHHOCTH, CTaTyC U JOJDKHOCTHBIE OOS3aHHOCTH COTPYAHMKOB,

OTBETCTBEHHBIX 3a o0ecreueHue 0e30macHOCTH mepcoHanbHBIX MaHHbIX B MCII/IH

OV.
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1. O0mue mMoJI0KEeHUA

enpto HacTosmedr IloauTuku sBIIeTCS oOecrnedeHHe O€30IMacCHOCTH OOBEKTOB
3ammuThl OY OT BCEX BUJOB yrpo3, BHEIIHUX M BHYTPEHHHUX, YMBIILJICHHBIX M
HeMpeTHAMEPCHHBIX, MHUHUMU3AIMs yIiepda OT BO3MOXXHOM pealv3allid yIrpo3
oe3zonacuoctu [1JIn (YBIIn).

be3onacHOCTh  MEPCOHANBHBIX  JAHHBIX  JIOCTUTAETCS  NMYyTEeM  HUCKIIOYCHHS
HECAaHKI[MOHUPOBAHHOT'O, B TOM YHCJE CIYy4alHOTO, JOCTyHa K IEePCOHAIBHBIM
JAHHBIM, PE3YJIbTAaTOM KOTOPOTO MOXET CTaTh YHUYTOKEHHE, W3MEHECHHUE,
OJIOKMpOBaHUE, KOMUPOBAHWE, PACIPOCTPAaHEHHE MEPCOHAIBHBIX JAaHHBIX, a TaKXKe
WHBIX HECAaHKIIMOHUPOBAHHBIX JECUCTBUM.

Nudopmaruss u cBsizaHHBIE C HEHW pecypchl JOJDKHBI OBITH JOCTYIHBI JJIS
aBTOPU30BAHHBIX  IOJb30BaTeyiel. JIOJDKHO  OCYIIECTBIISITBCSI  CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BI1/]H.

JIOJDKHO  OCYIIECTBISATHCS TPEAOTBpAIlCHUE MPEIHAMEPEHHBIX WM CIy4YalHbIX,
JACTUYHBIX WJIM TOJHBIX HECAHKIIMOHUPOBAHHBIX MOJU(PUKAIIUN UM YHUUTOXKEHUS
JTAaHHBIX.

CocTtaB 00BEKTOB 3aIIUTHI ITPEJICTABIICH B TIEPEYHE 3aIIUIIaeMOH HH(POPMAITHH.
Cocras UCIIJIH moanexkammx 3amure, npeacraBieH B Ordere O pe3ynbTarax

IIPOBEJCHNS BHYTPEHHEN TPOBEPKH.
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2. O0JacTh HecTBUA

TpebGoBanus Hactosuied [1oMUTUKU pacpoOCTpaHSIOTCS HA BCeX COTpyAHUKOB OY

(IITaTHBIX, BPEMEHHBIX, PAOOTAIOIMINX 10 KOHTPAKTY | T.II.).
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3. CucTeMa 3alMThI NEPCOHAIbHBIX JaAHHBIX
Cucrema 3amuThl nepcoHanbHbIX AaHHbIX (C3I1/IH) cTpouTcs HAa OCHOBaHUM:
- [lepeuns 3amumiaemoit nHGOpMaIUy;

- [TonoxeHust 0 pa3rpaHUYEHUHN MpaB JOCTyINa K 00padaThIBa€MbIM MEPCOHATBHBIM
nanHbIM (Pa3pemmrensHas cuctemMa JOCTyIa K EPCOHATbHBIM JaHHBIM).

Ha ocHOBaHuMM STUX JIOKYMEHTOB OMpeAeisieTcs HEOOXOAUMBINA  ypOBEHb
samuiieHHocTy [1/In kaxnaoi MCIIa OY. Ha ocHOBaHMM aHaIM3a aKTyaJIbHBIX
yIpo3 oe3onacHoctu [1/]H, onrcannoro B Moaenu yrpo3 u Otuera o pe3yiabTaTax
MPOBEJICHUS BHYTPCHHEH TPOBEPKH, JCNIACTCS 3aKIOYeHHEe O HEOOXOAUMOCTH
HCIMOJIb30BaHUs TEXHUYECKHX CPEJICTB W OPraHU3aIllMOHHBIX MEPONPHUATHN s
oOecrieuenusi OezonacHocTy [I1/[H. BpiOpaHHble HEOOXOAMMBIE MEPONPUSATHUSA
otpaxkarotcs B [imane meponpusituii mo odecnedeHuro 3anutsl [1J1H.

C3IIIH MOKET BKIIKOYATh CIECAYIOIINE TEXHUUECKHUE CPEICTBA:
- AHTUBUPYCHBIE CPEJICTBA;

- CpeacTBa KpUNTOrpaduuecKor 3anuThl HHPOPMAITUH, MIPH TIepeade 3aiuiacMoin
uH(pOpMAIMK IO KaHAJIaM CBSI3U.

Taxke B CNHUCOK JTOJDKHBI OBITH BKJIIOYEHBI (DYHKIIMHM 3alIUThI, 0O0ECIICYMBAEMBIC
ITaTHBIMA cpeacTBaMu 00padoTku [1JH omeparmoHHBIMUA CHCTEMaMU, TPUKIIATHBIM
[1O u crenuanbHBIMU KOMIUICKCAMH, PEaTN3yIONUMHU cpeacTBa 3anuThl. CIHCOK
(G YHKITUH 3l THI MOXKET BKJIIOYATD:

- YIIpaBJICHUE U pa3rpaHUyYEHUE JIOCTYyMa MOJIb30BaTEIICH;

- obecrieueHue IEIOCTHOCTH JIaHHBIX

- OOHapy>KEHUE BTOPXKCHUIA.

CIHCOK HCIOIb3YEMBIX TEXHUYECKHUX CPEICTB OTpakaeTcs B IlimaHe MepompusTHiA
10 00ECMEeYEHUIO 3aIUThl IEPCOHANBHBIX MaHHBIX. CIUCOK MCIOB3yEMbIX CPEICTB
JOJDKEH TIOJJEPKUBAThCS B aKTyaJIbHOM COCTOSHHUH. I[IpM HW3MEHEHHMH CcoCTaBa
TEXHUYECKUX CcpeactB 3ammThl win 3ieMeHToB WCII[IH, coOTBETCTBYIOIINE
W3MEHEHHS JOHKHBI ObITh BHECEHBI B CIUCOK U yTBEPKAEHBI AupekTopoM OV wmnm
JIMIIOM, OTBETCTBEHHBIM 3a oOecrnieueHne 3ammuThl [1/1H.
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4, TpedoBanusi k moacucremam C3I11n

C3I1dn BrItOYaeT B ce0sl CIASAYIONINE MOJACUCTEMBI:
- YIPaBJICHUS JOCTYIIOM, PETUCTPALMH U YUETA;

- o0ecreyeHus EIOCTHOCTH U IOCTYIHOCTH;

- AHTUBUPYCHOM 3aILINUTBHI;

- aHaJIM3a 3alUIIEHHOCTH;

- OOHapyKEHUS BTOP>KECHHUI;

- KpUnTorpau4eckoi 3aluThl.

4.1. Tloacucrembl yNpaBJieHUS JOCTYIIOM, PerHCTPALIMH U y4eTa

[loncucrema ympaBiaeHHs OOCTYIIOM, PETHCTpAlMM W yd4eTa MpeAHa3HadyeHa IS

peanu3aiuu CIeayrnux GyHKIHHA:

- I/II[CHTI/ICI)I/IKaHI/II/I U IIPOBCPKHU IOJIMHHOCTHU CY6’BeKTOB A0CTyIla IIpK BXOJAC B

WCTI/Tx;

- I/II[CHTI/ICI)I/IKaHI/II/I TCPMHUHAJIOB, Y3JIOB CCTH, KaHAJIOB CBA3M, BHCITHHUX YCTpOﬁCTB I10

JJOIT'MYCCKHUM NMCHAaM,

- perucTpaiuu Bxojaa (BbIXoAa) CyOBEKTOB JOCTyIa B CUCTEMY, JIMOO PEruCTpaIUU

3arpy3Ku 1 HHULUAJIN3alInH OﬂepaHI/IOHHOﬁ CHCTCMBHI.

- perucTpaiuu nonbITOK JOCTYMa K 3alluiiaemMbiM (aiiinam;

[Toncucrema ympaBiaeHHs JOCTYINOM peaii30BaHa C IMOMOLIbIO INTATHBIX CPEACTB
o6pabotku [1/]H (oTIepaliMOHHBIX CHCTEM).

[Toncucrema obecneuyeHus: LEJIOCTHOCTH M JOCTYMHOCTH TpeJHa3HaueHa Jis
oOecrieueHusl MEeNOCTHOCTH W noctynmHocTH [I/[H, mMporpaMMHBIX W ammapaTHBIX
cpencts UCII[An OY, a Takxke CpPeAcTB 3alllUTHI MIPU CIYYaWHOW WM HAMEPEHHOU
MoKy,

[loncucrema peanu3yercs € MOMOIIBbIO OpPraHU3aldUd PE3EPBHOTO KOMUPOBAHMUS

oOpabaTbIBaeMbIX JIAHHBIX.
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4.2. TloacucreMa aHTUBHPYCHOM 3aIIUTHI

[lomcucremMa  aHTHMBUPYCHOW — 3alIUTBI  MpEAHA3HAYCHA JUIT  OOCCICUYCHHUS
aHTUBUPYCHOM 3amuThl cepBepoB 1 APM nonw3oBarenein UCIT/Iua OV.
CpenctBa aHTHUBHUPYCHOM 3alllUThl TpPEIHA3HAYEHBI [JI peaau3aluu CIEAYIOIIUX

GyHKIMIMA:

- PE3UICHTHBIA AaHTUBUPYCHBI MOHUTOPHHT
- QHTUBUPYCHOE CKaHUPOBAHUE;

- CKpUIT-0JIOKUPOBAHUE;

- LIECHTPaJIM30BaHHAs/y 1alleHHas YCTaHOBKA/IEUHCTAIISALIMS AHTUBUPYCHOTO
MPOJYKTa, HACTPOMKA, aJIMUHUCTPUPOBAHUE, IPOCMOTP OTUYETOB U CTATUCTUUYECKOU

uHdopMaIuu o padboTe MPoIyKTa;
- aBTOMATU3UPOBAHHOE OOHOBJICHWE aHTUBUPYCHBIX 0a3;

- OI'PAaHUYCHHUC IIPaB IIOJb30BATCIIA HAa OCTAHOBKY HCIIOJIHACMBIX 3a/1a41 1 K3MCHCHUC

HAaCTPOEK aHTUBUPYCHOTO MPOTPAMMHOTO 00€CTICUEH NS,

- aBTOMaTHYECKHH 3aITyCK cpa3y MOCIIe 3arpy3Ky OMEpariiOHHON CUCTEMBI.
[logcucrema peanusyercs IyTeM BHEIPEHHUS CIHEIHAIBHOTO aHTHBHPYCHOTO

nporpaMMmHoro odecrneueHust Ha Bce anemeHTsl UCIIH.

4.3. TloacucremMa MeKCETEBOr0 IKPAHMPOBAHUS

[loncucremMa MEXCETEBOIO JKPAaHUPOBAHMS IPEIHA3HAYEHA JUIS  peaju3alyu
CIETYIOIINX (PYHKITHIA:

- QuabTpalMK OTKPHITOr0O U 3amm@poBaHHoro (3akpeiToro) IP-tpaduka o
pa3IM4YHBIM [TapaMeTpam;

- UICHTU(PUKAUUA U ayTEeHTUPUKALUKU aAMUHUCTPATOPA MEXKCETEBOTO SKpaHa MpuU
€ro JIOKAJIbHBIX 3aIIPOCcax Ha JOCTYTI;

- KOHTPOJIS TIEJIOCTHOCTH CBOEH MPOTPaMMHOM M MH(GOPMAIIMOHHOM YacTH;

- GUIBTPALIMM C YYETOM BXOJHOTO U BBIXOJIHOTO CETEBOI0 MHTEp(eiica Kak Cpe/cTBA

IMPOBCPKHU IMMOMAJIIMHHOCTHU CCTCBBIX aIPCCOB;
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- OJIOKMpOBaHUS JIOCTyNa HEUACHTU(DUIIMPOBAHHOTO OOBEKTa WU CYOBEKTa,
MOJIJTMHHOCTh KOTOPOTO TMpH ayTCHTH(PHKAIIMK HE TMOATBEPIUIACh, METOIaMH,

YCTOﬁQHBBIMH K IICPCXBaTy,

4.4, TloacucreMa aHAJIU32A 3ALMINEHHOCTH

[Toncucrema aHanu3a 3alIMIEHHOCTH JOJDKHA OOECIEYMBATH BbISBICHUS
yS3BUMOCTEM, CBsI3aHHBIX C omuOkamu B KoH(urypamuu 110 HUCIIIH, xoTOpbIE
MOTYT OBITh UCITOJIb30BAaHbl HAPYIIHUTENIEM ISl peau3alii aTakh Ha CUCTEMY.

@OyHKIIMOHAIBHOCTh MOJACUCTEMBI MOXKET OBITh peajn30BaHa MPOTrPAMMHBIMU

Y IIPOTPAMMHO-ANIAPATHBIMU CPEICTBAMH.

4.5. Tloacucrema o0OHApPYKeHUsI BTOPKEHU I

[Toncucrtema oOHapy>KeHHUs BTOPKCHUH JOHKHA OOECIeYMBaTh BBISBICHUE

CCTCBBIX aTaK Ha 3JICMCHTHI HCHHH, IMTOAKJIIFOYCHHBIC K CCTAM 06IHCF O ITIOJIB30BaHMA.

4.6. Tloacucrema KpunTorpagpuyeckoi 3amMThHI

[Toacucrema kpunrtorpaduyeckoil 3amMThl MpeIHAa3HAYeHA ISl UCKIIOYCHUS
HC/I x 3amumaemoint uadopmarnuu B UCII[IH OY npu ee mepemade 1Mo KaHajgam
CBSI3H CETEH 00IIIEero Mmoab30BaHuUA.

[loncucrema peanusyeTcss BHEAPEHHEM KpUNTOrpadUUECKUX MPOrpaMMHO-

aIlrrapaTHbIX KOMIIJICKCOB.
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5. IMoas3oBareau UCIIIn

B Konuenuuu nHpopManinoHHON 6€301acHOCTH ONpe/eieHbl OCHOBHBIE KaTETOPHUU
nosp3oBareneil. Ha ocHOBaHMM S3THUX KaTeropuu JODKHA OBITh MPOU3BEACHA
tunu3anus  nons3oBateneit WCII/IH, omnpenmeneH wHMX ypoBEHb JOCTyNa U
BO3MOKHOCTH.

B UCIIJm OY MOXHO BBLACIUTH CIEAYIOUIME TPYIIbl I0JIb30BaTENEH,

y4acTBYIOIIMX B 00paboTke u xpanenuu [1/11:
- Anpmunuctparop UCII/IH;

- Onepatop APM.

- AIIMUHUCTPATOp CeTH «JIHEBHUK.pY»

5.1. Aamunucrparop UCIIIn

Anvunuctpatop HCII[Im - corpymauk OV, OTBETCTBEHHBIM 3a HACTPOMKY,
BHeApeHue u compoBoxiaeHue MCII[n. OoOecneunBaer (yHKIMOHUPOBAHUE
noacucteMbl  ynpaiaeHuss pocrynom HMCIIIlH w  ymoJHOMOYEH OCYIIECTBISATH
MPEIOCTABIEHUE M PAa3rpaHMUYEHUE JOCTyNa KOHEYHOro MOoJb30Baress (omeparopa
APM) K sneMeHTaM, XpaHsIIUM IEPCOHATbHBIE TaHHBIE.

Anmunuctpatop UCII/IH o61agaeT cieayromnmM ypoBHEM JOCTYIA U 3HAHUIA:

- oOmagaer moiHONW WHGpOpMalueld O CHCTEMHOM M MPUKIAAHOM IMPOrpPaMMHOM
ob6ecneuennu UCIIH;

- o0namaer MmodaHOW HMH@OpMaUMENd O TEXHUUYECKHX CPEACTBAX M KOH(PUTYpauuu
NCII/H;

- UMEET JOCTYIl KO BCEM TEXHHYECKHMM CpeicTBaM o00paboTku uHbOpMaluu u
nanubiM UCITIH;

- o0magaeT mnpaBaMd KOH(QUTYPUPOBAaHUS M  aJIMHUHUCTPATUBHOM  HACTPOMKHU

texHnueckux cpencts UCII/IH.

5.2. Omnepatrop APM
Omnepatop APM - corpynuuk OV, ocymectistomui oopadotky I[1J]Jn. O6paboTka

[I/In BxirO4aeT: BO3MOXKHOCTH mpocmotpa [I/1H, pyunou BBOA II/IH B cucremy
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NCIIdH, dopMupoBaHue CHpaBOK M OTYETOB IO WHQPOpMAIMU, MOJYYEHHOH W3
HUCIIJa. Omneparop HEe HMEET IOJIHOMOYMW [JIi YIPABICHHS MOACUCTEMAMHU
ob6pabotku nanubix u C3I1/]H.

Omnepatop UCIT/IxH obnagaeT clieyronM YpoBHEM AOCTyNa U 3HAHUM:

- obmagaeT BCceMH ~ HEOOXOAMMBIMH  aTpuOyTamu  (Hampumep,  Mapojiem),
00eCcneunBaOIUMU JOCTYT K HEKOTOpOMY MoaAMHOkecTBY [1]1H;

- paciojaract KOH(l)I/IILGHHI/IaJIBHBIMI/I JaHHBbIMH, K KOTOPBIM UMCCT OOCTYVYII.

5.3. AnmunHucrtpartop cetu «/IHeBHUK.pY»

AnmunHuCTpaTop ceTH - coTpyaHuk OV, OTBETCTBEHHBIM 3a (YHKIIMOHUPOBAHHE
TenekoMMyHuKaunoHHon mnojacuctemsl WCII/IH. AnMuHuctparop cetu obiajgaer
CJIEIYIOLIUM YPOBHEM JIOCTYIIA U 3HAHWM:

- UMeeT (PU3HYECKHUI TOCTYIl K TEXHUYECKUM CpeACTBaM 0OpabOTKH MH(POpPMALK U
CpEICTBaM 3aLIUTHL;

- 3HACT, 110 MEHBIIIEH MCPEC, OAHO JICTAJIBHOC UM JOCTYIIA.
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6. TpeGoBaHus K mepcoHay no odecnedyeHu o 3amuThI [1{H

Bce cotpynnuku OV, spistommecs noiab3oBaresnsiMu MCIIIH, 10TKHBI 4ETKO
3HATh M CTPOTO BBIMOJHITH YCTAHOBJICHHBIC TIPABIIIA W O0S3aHHOCTH IO JOCTYIy K
3alMIAEMbIM O0OBEKTaM U COOJIIOICHUIO IPUHSITOTO pexuma 6ezonacHoctu [1/]H.

[Ipn BCTymieHMHM B JOJDKHOCTH HOBOTO COTPYAHUKA HEMOCPEACTBEHHBIN
HayaJbHUK COTPYAHUKA, 00s3aH OPraHU30BaTh €r0 O3HAKOMIICHHE C JIOJKHOCTHOM
WHCTPYKIIMEH U HEOOXOAUMBIMU JOKYMEHTaMH, PErIaMeHTUPYIONIMMU TpeOOBaHUS
no 3anure [1J{H, a Takke 00ydeHre HaBbIKaM BBIIIOJIHEHHS POLEAYD, HEOOXOIUMBIX
JUJIs1 CAaHKITMOHKWpPOBaHHOTO Hcnoiab3oBanus NCIT/IH.

CoTpyaHUK T0KEeH ObITh 03HAKOMJIEH CO CBEJICHUAMH HacTosien [lonutuku,
NPUHATHIX Tpouenyp padotsl ¢ anementamu UCITIn u C3I1/1H.

Cotpynnuku OV, uCnosib3ylolife TEXHUYECKHE CPEICTBa ayTeHTU(PUKAIINUHU,
JOJDKHBI 00€CrieYrBaTh COXPAHHOCTh MIAEHTU(UKATOPOB (JIEKTPOHHBIX KIIOUEH) U
He ponyckath HCJ/[ x HHM, a Tak € BO3MOXHOCTh X YTEPU WU MCIOJIb30BAHUS
TpeTbuMu JuiaMu. Ilosb30BaTeny HECYT MEPCOHAIBHYK) OTBETCTBEHHOCTh 3a
COXPAHHOCTh UJICHTU(HUKATOPOB.

Corpynaukun OY  [OKHBI  CIIEIOBaTh  yCTAHOBJEHHBIM IMpoOlieAypam
nojazepkanus pexxuma 6ezonacHoctu 11/[H npu BEIOOpE M MCIIOJIL30BAaHUU MapOiIei.

Corpygnukun  OY  noipkHbl  o0ecnedwBaTh — HAAJIEKANIYHO  3aIIUTY
000pyZI0BaHUs, OCTABJISIEMOTO 0€3 MPUCMOTpPa, OCOOCHHO B TeX ClydasX, KOTJa B
MMOMEIIEHNE UMEIOT JIOCTYI MOCTOPOHHME Jinia. Bce mosb30BaTeny AOJLKHBI 3HATH
TpeboBanusi 1o Oe3zomacHoctu [IJlH w mpoueaypsl 3amuThl  00OpPYIOBAHMS,
OCTaBJICHHOT'O 0€3 MPUCMOTpa, a TAKXKE CBOM OOS3aHHOCTH IO OOCCIICUEHUIO TaKOM
3aIUTHI.

CoTpynHMKaM 3alpeliaeTcss YyCTaHaBIMBaTh I[OCTOPOHHEE MPOrpaMMHOE
oOecrieueHue, TMOJKIIOYATh JIMYHbIE MOOWIBHBIE YCTPOMCTBA W  HOCHUTEIH
nH(popMaIu, a Tak *e 3aMuChIBaTh HA HUX 3alUIIIaeMyI0 HHPOPMAITUIO.

CoTpyaHukaMm 3ampemiaercs pasriamarh 3alldiiaeMyro  HH(opMaluio,
KOTOpasi cTaja UM H3BECTHa mnpu pabore ¢ mHPopManuoHHbIMU cucteMamu OV,

TPCTbHUM JIMLlaM, HC 0003HAaYECHHBIM B COTJIAIIICHUH COTPYAHUKOB Ha 1Icpcaady HI[
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[Ipu padore c IIn B UCII[H corpymuuku OV o00s3aHbl 00€CHEeUUTh
OTCYTCTBHE BO3MOXKHOCTH npocMoTpa [1/]x TpeTbrmu nuiiamu ¢ MOHUTOpOB APM.

[Ipu 3aBepuiernu padotsl ¢ UCIIIH cotpynnuku o0si3anbl 3amutuTh APM ¢
MIOMOIIBIO OJIOKUPOBKHU KITFOUOM HJIH JIOCTYTIOM IO HapoJio.

Cotpynuuku OV 10omxHBI OBITH POUH(DOPMHUPOBAHBI 00 yrpo3ax HapyIICHUsS
pexxuma OezonacHoctu [1J[H U OoTBeTCTBEHHOCTH 3a ero HapymieHue. OHU TOJIKHBI
ObITh O3HAKOMJICHBI C YTBEPKJACHHOW (OpMaNbHOW MpoLeaypold HaJOKEHUs
JUCUUIUIMHAPHBIX B3BICKAHUN Ha COTPYAHUKOB, KOTOPBIE HApyLIWJIM IPUHATHIC
MOJIUTUKY U Tipolietypbl 6e3onacHocTu [1/]H.

CotpynHuku 0053aHBI 0€3 MPOMEICHUsT coo0IaTh 000 BceX HaOII0aeMbIX
WIM NOJ03pUTENbHBIX citydasx padotsl UCII/IH, Morymmx noeieds 3a cOO0M yrpo3sl
oe3omacHoctu IIJIH, a TakXke O BBIABJICHHBIX HWMHU COOBITHSX, 3aTparvBaroIIMX

oe3onacHocTb [1/]H, pykoBoacTBy OVY.
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/. JloJzKHOCTHBIE 00s13aHHOCTH noJib3oBatesieid MCIIIn

JlomokHOCTHBIE 00s13aHHOCTH Tostb3oBatenet MCIIJIH omucanbl B ClIEAYIOIIMX
JIOKYMEHTAX:

- Uuctpykuus agmuanctparopa UCIdH;

- UucTpykums noas3osarens UCIIIH;

- UacTpykmus mo oOpaboTKe TEPCOHATBHBIX MaHHBIX 0€3 HCIOIh30BaAHUS
CpPEICTB aBTOMAaTH3allUH.

- HCTpyKIMs IO OpraHu3anuy MapoIbHOM 3alUTHI.
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8. OtBercTBeHHOCTH cOTPYIHUKOB UCIIIH

B cootBerctBUM cO cT. 24 DeaepanbHOoro 3akoHa Poccuiickoit deaepanuu ot
27 wrona 2006 r. Ne 152-®3 «O nepcoHaldbHBIX AAHHBIX» JULA, BUHOBHBIE B
HapylieHuu TpeOoBaHUil ngaHHOro defepanbHOr0 3aKOHA, HECYT TPaKIAHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, NUCHUIUIMHAPHYI0O U HHYIO MPEIYyCMOTPEHHYIO
3aKOHOJIaTeNbCTBOM Poccuiickoit deaepannii OTBETCTBEHHOCTb.

JeiicTBytolee 3akoH01aTeabcTBO PD 1mo3BosIAeT NpeabsaBiIsTh TPEOOBAHUS 11O
oOecnieueHnto  OezomacHOM  paboThl ¢ 3ammmiaeMoid  umHpopMmanuedn U
MpEeAyCMaTPUBAET OTBETCTBEHHOCTh 3a HAPYUIEHHWE YCTAHOBJICHHBIX MPABUII
skcrtyaraiiui 9BM u cucteM, HEpaBOMEPHBIN JOCTYI K MH(POPMAIIUU, €CIIH ITH
JNEUCTBUS TIPUBEIIM K YHUYTOXKECHHIO, OJIOKMPOBAHUIO, MOAU(UKAIIUU UHPOpMALIIN
Wi HapylieHuto padbotel OBM unu ceteit (cratbu 272,273 u 274 YK PO).

Anmunnctpatop MCIIJIH HECET OTBETCTBEHHOCTh 3a BCE JICUCTBHS,
COBEpPIICHHBIE OT UMEHHU €r0 YYETHBIX 3alKCeil WM CUCTEMHBIX YYETHBIX 3aIHCeH,
€CJIM HE JJOKa3aH (PakT HeCAaHKIIMOHUPOBAHHOTO MCIOJb30BaHUS YUETHBIX 3aUCEH.

[Ipn Hapymenusx corpynaukamu OV - mons3oBarensmu MCII/IH nmpasuin,
CBsI3aHHBIX ¢ Oe3omnacHOCcThi0 [IJ[H, OHUM HECyT OTBETCTBEHHOCTH, YCTAHOBJIECHHYIO
JEVCTBYIONIUM 3aKoHOAaTeNbCTBOM Poccuiickon denepanuu.

[IpuBeneHHBIC BBINIE TPEOOBAHUS HOPMATHUBHBIX JOKYMEHTOB IO 3alllUTE
uHdopMaIuu OJDKHBI OBbITH oTpaxkeHbl B [lonokenusx o mopapazaenenusx OV,
ocymectpisitomux 06padotky I/l B MCIIJIH ¥ JODKHOCTHBIX WHCTPYKIMSIX
coTpyaHukoB OV,

Heobxoaumo Baectu B [lonoxxenus o moapasneneHusix OV, ocyecTBISIONUX
oopabotky I1In B UCII[IH cBenenust 00 OTBETCTBEHHOCTHM HMX PYKOBOJIUTENEH WU
COTPYIIHHMKOB 3a pa3MialllecHue ¢ HECAaHKIIMOHUPOBAHHYID  MOJU(DUKAIUIO
(uckaxxenue, panpcudukanuio) I111, a Takke 3a HEMPaBOMEPHOE BMEIIATEILCTBO B

MPOLIECCHl UX aBTOMATU3UPOBAHHON 00PaOOTKHU.
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9. CnuCoK HCIO0Jb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATUBHO-TIPABOBBIMHU M METOJJUYECKUMHU TOKYMEHTaMH, Ha KOTOPBIX
0asupyerca Hacrosuee [lonoxenue, sIBISIOTCA:

1. ®enepanpubiii 3akoH oT 27.07.2006 1. No 152-®3 «O mepcoHAIBHBIX JAaHHBIX)»
(manee — @3 «O nepcoHaIbHBIX JaHHBIX»), YCTAHABIMBAIOIINN OCHOBHBIE IPUHIIUIIBI
u ycioBua oopadotku IIJIH, mpaBa, 00A3aHHOCTH M OTBETCTBEHHOCTHh YYaCTHUKOB
OTHOIIICHHH, CBA3aHHBIX ¢ 00padoTkoi I1/]H.

2. [locranoBnenne  IlpaBurensctBa PO or 01.11.2012 No 1119
«O0 yTBepkKJACHUH TPeOOBAaHUHN K 3aIIUTE MEPCOHAIIBHBIX IAHHBIX MPU KX 00paboTKe
B MH(POPMAIMOHHBIX CUCTEMAX MMEPCOHAIBHBIX IAHHBIX».

3. «llopsimok ~ mpoBenmeHus  kiaacCHGUKAMK  WHOOPMAITMOHHBIX  CHCTEM
MEPCOHAIBHBIX JAHHBIX», YTBEPKACHHBIM coBMeCTHBIM I[Ipukazom @CTIK Poccun
Ne 55, ®CB Poccun Ne 86 u1 Munundopmcssazu PO Ne 20 ot 13.02.2008 r.

4. «llonoxxeHne 00  OCOOEHHOCTAX  OOpaOOTKM  MEPCOHANBHBIX  JTAHHBIX,
OCYILECTBISIEMOM ©€3 HCIOJIb30BaHUS CPEACTB aBTOMATHU3ALMN», YTBEPKICHHOE
[Tocranosnennem IIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5. «TpeboBaHusi K MaTepuaIbHbIM HOCHUTENSIM OMOMETPUYECKUX TEPCOHATBHBIX
JIAHHBIX W TEXHOJIOTUSIM XpaHEHHUsI TaKUX JaHHBIX BHE MH(GOPMAIMOHHBIX CHUCTEM
MEPCOHANBHBIX NaHHBIX», yTBepxkAcHHbIE [locTaHoBiIeHUeM I[IpaBurtensctBa PD ot
06.07.2008 r. Ne 512.

6. HopmatuBHO-MeTOAMUECKHE JOKYMEHTBI ®denepanbHON CITY OBl o
TEXHUYECKOMY U dKCIIEpTHOMY KOHTpoJto Poccuiickoit @enepanuu (nanee - ®CTOK
Poccun) o obdecrieueHuro 06e3omacuoctu I[1/1a mpu ux obpadortke B8 UCIIdH:

7. Pexomenaaiuu no oOecrnedyeHnio 0e30MacHOCTU MEPCOHANBHBIX JAHHBIX MPH HX
o0paboTke B HMH(POPMAIMOHHBIX CHCTEMaX TMEPCOHAIBHBIX JIaHHBIX, YTB. 3aM.
nupekTopa @CTOK Poccun 15.02.08 . (J11s1 ciry’keOHOTO MOIB30BaHMS).

8. OCHOBHBIE MEPONPUATUS MO OPraHU3aldd M TEXHUYECKOMY OOECIeYEHUIO
0€30MacHOCTH TEePCOHAIBHBIX JIAHHBIX, 00padaThiBaeMbIX B HWH(GOPMAIIMOHHBIX
CUCTEMAaX MEPCOHAIBHBIX NaHHBIX, YTB. 3aM. aupekropa ®CTIK Poccun 15.02.08 r.

(st ciry»xe0HOTO MOTb30BaHM).
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9. bazoBas mojenb yrpo3 6€30MacHOCTH MEPCOHATBHBIX TaHHBIX MPH UX 00pabOTKE B
MH(OPMAIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JIaHHBIX, YTB. 3aMm. qupekropa @CTIK
Poccum 15.02.08 . (J11s1 ciry>keOHOTO ITOJTb30BaHHS).

10. Meronuka ompeaeneHus] aKTyalbHBIX YIpo3 0€30MacHOCTH IEePCOHATBHBIX
JTAHHBIX TIPU UX 00paboTke B MHGOPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JTAHHBIX,

yTB. 3aM. qupekropa PCTIOK Poccun 15.02.08 r.
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[Tpunoxenue 1 . Knaccudukanus MCIIIH (Cornacno yrpaTusuemy cuiy nocranosienuto IIpasurenscrtsa Poceuiickoii
®enepanuu ot 17 HOAO0ps 2007 r. N 781 «O6 yrBepxkaeHuu [lonoxenus o6 odecrieueHUU 6€30MaCHOCTH MEPCOHABHBIX JIAaHHBIX

npu UX 00paboTKe B MHPOPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX» U AecTBYOIUM qokymMmeHTaM OCTOK)

No [Tnan - nepeyeHb TEXHUIECKUX MEPONPUATHI 10 00ecrieueHHI0 0€30MacHOCTH NCTIn xnacca | UCIIdn xnacca | UCIT[IH knacca
NCIIA K3 K2 Kl
| B nopcucreme ynpasieHus JOCTYIIOM:
PeanmuzoBath uneHTH(HUKALINIO ¥ TPOBEPKY MOUVIMHHOCTH CYOBEKTOB AOCTYIIA TIPU
1 BX0jie B onepanuonHyto cuctemy MCII/{H no maponto ycaoBHO-IIOCTOSHHOTO + + +
JeMCTBUS, JUTMHOM HE MEHEee MECTH OYKBEHHO-IIM(POBBIX CHMBOJIOB;
PeanuzoBath uaeHTHHUKANIO TEPMUHATIOB, TEXHUUECKUX cpeAcTB 00paboTku [1/1H,
2 y3n0B UCII/IH, KOMITbIOTEPOB, KaHAIOB CBsI3H, BHEIIHUX ycTpoiicTB UCIIIH mo ux - + +
JIOTUYECKUM UMEHaM (azpecam, HoMepam);
3 Pean1:13OBaTb IiI',Z[eHTI/I(I)I/IKaLII/IIO MporpaMM, TOMOB, KaTaJIOTOB, (ailinos, 3amnucei, i + +
10JIeH 3anuceil 1o uMeHaw;
4 PeannzoBaTh KOHTPOJIb 10CTYyNA CyObEKTOB K 3aIIUIIAEMBIM Pecypcam B i + +
COOTBETCTBUU C MAaTPUIIEH OCTYyMa,
npu Hamnuuu nojkiodeHust ICII/IH k ceTsM 0011ero noiab30BaHus J0KHO He amxe 5-ro | He mmxe 4-ro | He Hmxe 3-ro
5 IIPUMEHATHCS MEXKCETEBOE DKPAHUPOBAHHE. YPOBHs YPOBHS YPOBHS
3aIMIIEHHOCTH | 3alMIIIEHHOCTH | 3aIllMIIEHHOCTH
st oGecnieuenust 6e3onacHoro MexcereBoro B3aumoaeiicTeus B UCI qu s He nmxe 5-ro | He Hmxke 4-ro | He mike 3-ro
6 pa3HBIX KJIACCOB HEOOXOIUMO HCIONIB30BaTh MO YPOBHs YPOBHS YPOBHS
3aIMIIEHHOCTH | 3alUIIEHHOCTH | 3aIllMIIEHHOCTH

CpeICTBO 3alIMThI OT IPOrpaMMHO-MaTeMaTnyeckux Bo3aencTuii (IIMB):
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Peanu3oBaTh HIeHTU(DUKALINIO U ayTEHTU(DUKAINIO CYOBEKTOB JOCTYIIA MPH BXOJIC B
CPEJICTBO 3aIUTHI OT MPOTPaMMHO-MaTeMaTnyeckux Bosaeicteuil (IIMB) u nepen
BBITIOJTHEHUEM UMU JTFOOBIX OTIEpaIliii TI0 YIPaBICHUIO (PYHKIMSIME CPEICTBA
3anuThl oT [IMB 1o maposto (w11 ¢ UCHoIb30BaHMEM MHOTO MEXaHU3Ma
ayTeHTU(UKAIMH) YCIOBHO-TIOCTOSTHHOTO JICHCTBYS IJTMHOW HE MEHEE IIeCTH
OYKBEHHO-ITU(POBBIX CHMBOJIOB;

OcCymIecTBISATh KOHTPOJIb JIIOOBIX ACHCTBHI CyOBEKTOB JIOCTYIIA IO YIIPABICHUIO
GyHKIUSAMU cpecTBa 3amuThl oT [IMB TobKO 1MOCIIe TPOBECHHS €ro YCICITHON
ayTeHTU(UKAIINH,

Hpe,I[YCMOTpeTB MCXaHHU3MBI 6JIOKI/IpOBaHI/I$I AOCTYIIa K CPEACTBAM 3allIUTHI OT IIMB
IIPU BBITOJHCHHH YCTAHABJIMBACMOI'0 YKUCJIa HCYJAaUYHbIX ITOIIBITOK BBOAA ITAPOJIAd;

Heob6xomuMo mpoBoIuTh HACHTU(UKAIHIO (PAiyIOB, KATAJIOTOB, MPOTPAMMHBIX
MOJYJIEH, BHELIIHUX YCTPOMCTB, UCIOJIb3YEMBIX CPEACTB 3auThl OT [IMB;

B noacucreme peructpanuu u ydera:

OcymiecTBIATh PErucTpalnio BXoJa (BbIxo1a) CyObeKTa JoCTyla B cucTeMy (13
CHCTEMBI), THOO PETUCTPAIUIO 3aTPY3KH U MHULIMAIN3ALUN ONEPAIHOHHON CHCTEMBI
U €€ IPOrpaMMHOI0 OCTaHOBa. Perucrpanys BbIXOAA U3 CUCTEMBI UJIM OCTAaHOBA HE
IIPOBOAMTCS B MOMEHTHI annapaTypHoro oTkiatouenust UCIIJIH. B nmapamerpax
perucTpalmm yKa3blBalOTCs JlaTa U BpeMs BXoa (BbIXoJa) CyObeKTa JoCTyna B
CUCTEMY (M3 CCTEMBbI) UJIU 3arpy3KH (OCTAaHOBA) CUCTEMBI;

[TpoBOIUTH yueT Bcex 3allUIaeMblX HOCUTEeNeH HHPOPMALIMU C TOMOIIBIO UX JTH000i
MapKUPOBKH U C 3aHECEHHEM YUETHBIX JaHHBIX B KypHaI (YUETHYIO KapTOUKY);

[TpoBOAUTH pErucTpalMio BXOAA/BBIX0Ia CYOBEKTOB JOCTYIA B CPEACTBO 3alIUTHI OT
IIMB, peructpanmio 3arpy3Ky 1 HHUIHAAJIU3ALUY 3TOTO CPEICTBA U €€
MPOrPaMMHOT0 OCTaHOBa. B mapameTpax perucrpaiuu yKa3bIBaeTCs BpeMsl U JaTa
BX0/1a/BbIX0/Ia CYOBEKTa JOCTYIA B CPEACTBO 3amuThl OT [IMB nnu
3arpy3Ku/0CTaHOBa 3TOTO CPEICTBA, a TAKXKE UACHTU(DUKATOP CyOBeKTa JOCTYyIIa,
WHUITUHPOBABIIIETO JIAHHBIC CHCTBUS;




Le

[TpoBoauTH peructpaimio coObITUii MpoBepku 1 ooHapyxenus [IMB. B mapamerpax
pPErUCTpaly YKa3bIBAIOTCS BpeMsl U JaTa MpoBepKu uiu ooHapyxenus [IMB,
UICHTUPHUKATOP CyOBEKTa JOCTYIA, MHUIIMUPOBABIIETO JaHHbIE JCHCTBUS, XapaKTep
BBITIOJIHSIEMBIX JCHCTBUI IO MPOBEPKE, TUIT 0OHAPYKEHHOU BPEJIOHOCHON
nporpammsl (BII), pe3ynbTar neiicTBuil cpeacTpa 3amuThl 1o 61okupoBanuio [IMB;

[TpoBOIUTH perucTpanuio COOBITHI MO0 BHEAPEHHUIO B CpeICTBO 3amuThl oT [IMB
MaKeTOB OOHOBIICHUH. B mapameTpax perucrpanuu yka3plBarOTCs BpeMs U J1aTa
0OHOBJICHHUSI, UACHTU(PHUKATOP CYOBEKTa JOCTYyNa, MHULUUPOBABILIETO JAHHOE
JIEHCTBUE BEPCHUsl U KOHTPOJIbHASI CyMMa MTaKkeTa OOHOBJICHHS,

[TpoBOAUTH perucTpanuio coObITUH 3amycka/3aBepileHus padboTsl MOIyIeH cpeacTBa
3ammtsl oT [IMB. B nmapamerpax perucrpanuy yKa3plBarOTCsS BpeMs U JaTa
3aIycKa/3aBepiieHus padoThl, UACHTUPUKATOP MO, HACHTU(UKATOP CYyOBEKTa
JIOCTYTIA, MHUIIMMPOBABIIIETO JAaHHOE JICHCTBUE, PE3yIbTAT 3aIlyCKa/3aBepIICHUS
paboTHI;

JIOJKHA MPOBOAMTHCS PErUCTpaLus COOBITHI yIIpaBiieHUs CyOBEKTOM J0CTYyIa
¢yHkusaMu cpeacTsa 3amuthl oT [IIMB. B mapamerpax perucrpanuu yka3plBaroTCst
BpeMs U JlaTa COOBITUS YIPaBIEHUs KaXKA0H PYHKIUEH, HAeHTHPUKATOP U
cnenudukanus GyHKINH, HACHTUPUKATOP CyOBEKTa JOCTYIA, HHUITUHPOBABILIETO
JJAHHOE JICWCTBUE, pE3YyJIbTaT NCHCTBUS,

[TpoBoAUTH perucTpanuio COObITUM MOMBITOK JOCTYIA IPOrPAMMHBIX CPEJICTB K
MoIyJIsIM cpencTBa 3amuTsl oT [IMB nnu criennansHbIM JIoByIIKaM. B mapamerpax
perucTpanuy yKasblBaloTCsa BpeMs U JlaTa MOMBITKH T0CTYIa, HIEHTU(HUKATOP
MOJyJIsl, UACHTU(UKATOP U criennuKanus MOayIs cpeacTsa 3amutel ot [IMB
(crienMaabHOM JIOBYIIKH), PE3YJIbTAT MONBITKH JIOCTYIIA,

[TpoBoAUTH perucTpanuio coobITUI OTKaTa A cpencTa 3ammuTsl or [IMB. B
napameTpax perucTpaluu yKa3bIBalOTCS BpeMsl U J1aTa COOBITHS OTKaTa,
cnenuduKanys JeMCTBUIA 0TKaTa, UACHTUPHUKATOP CyObEeKTa JOCTyIa,
VHUIIMMPOBABIIIETO JAHHOE JEHCTBUE, PE3YIIbTAT ICUCTBUSI;

10

ObecneunTh 3aUTy JAHHBIX PETUCTPAIMU OT UX YHUUTOXKEHHS UM MOIU(PUKALUU
HapyIIUTETIEM;
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11

PeanmuzoBaTh MeXaHU3MEI COXpPaHCHUA JaHHBIX PETUCTPALIUHA B ClIydac COKpallCHUSA
OTBCACHHBIX IIOJ HUX PECYPCOB;

12

PeannzoBaTh MeXaHU3MbI IPOCMOTPA U aHAJIN3a JAHHBIX PErMCTPALUU U UX
GuIBTpauy 1o 3alaHHOMY HabOpy MapaMeTpoB;

13

ITpoBOAMTH aBTOMATUUECKUN HENPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
SBJISITHCSL TpUanHON peam3anuu [IMB (co3nanue, penakTupoBaHue, 3aIUCh,
KOMIWISIIMSL 0ObEKTOB, KOTOPbIE MOTYT cojiepkath BII).

14

PeanuzoBaTh MEXaHM3M aBTOMATUYECKOI'O aHAIN3a JAHHBIX PETUCTPALMH 110
11a0JIoHaM THIOBBIX nposiBiernii [IMB ¢ aBTOMaTHUeCKUM UX OJIOKHPOBAaHUEM U
yBEJIOMJICHHEM aIMUHUCTpATOpa 6€301aCHOCTH;

15

[TpoBOIUTH HECKOJIBKO BUJOB yueTa (AyOIMpyIOIUX) C perucTpaluei Bpliaun
(mpuema) HocHuTene HHPOPMALINY;

16

OcylecTBIATh PETUCTPALMIO BXOA (BbIX0/1a) CYOBEKTOB JIOCTYIA B CUCTEMY (U3
CUCTEMBI), TUOO pEeruCTpaIis 3arpy3Ki U HHUITUAIA3AIUHA OTICPAITMOHHON CHCTEMEI.

17

OcCymiecTBIATh PETUCTPAIMIO BBIIaYH MEYaTHBIX (TpadMuecKux) JOKYMEHTOB Ha
«TBEPJlyIO» KONMMI0. B mapamerpax perucrpannu ykasbBaroTcs (1ata 1 Bpems
BbIZIaun (0OpaIeHus K MoJCUCTEME BBIBOA), ClIeU(PUKAIINAS YCTPOUCTBA BBIIAYU —
JOrMYecKoe UMsI (HOMep) BHEIIHET0 YCTPONUCTBA, KPAaTKOE COZlep KaHue
(HanMeHoBaHue, BUJ, NP, KOJ1) U YpOBEHb KOHPUACHIIMAIBLHOCTH JOKYMEHTA,
UJACHTUPHUKATOP CYOBEKTa JOCTYIA, 3aIPOCUBIIET0 JOKYMEHT;

18

Ocy1ecTBIATh PErUCTPALIMIO 3aIlycKa (3aBepIIeHMsI) TPOrpaMM U MPOIIECCOB
(3amanmii, 3a1a4), NpeJHa3HAYSHHBIX JJIs1 00paboTKH 3amuinaemMsix (aiiinos. B
napamMeTpax perucTpalry YKa3bIBAIOTCS JaTa U BpeMs 3aIycKa, HMs
(unentudukarop) mporpammsl (Iporecca, 3a1aHus), UASHTUPHUKATOP CyObEeKTa
JIOCTYTIa, 3alPOCHBIIETO MpOrpamMmy (IIPOIecc, 3aaHue), pe3ybTaT 3amycKa
(ycrienHbli, HeyCHeIHbIH — HECAaHKIIMOHUPOBAHHBIH),
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OcCy1IecTBIATh PETUCTPALMIO MOIBITOK JOCTYIAa IPOrPaMMHBIX CPEJICTB (Iporpamm,
IPOILIECCOB, 3aj1a4, 3aaHuil) K 3alUIacMbiM (aiiaaM. B mapamerpax perucrpariu
YKa3bIBAIOTCS JaTa U BPeMs MOIBITKHU JIOCTYIA K 3aluinaeMomy (aiiiny ¢ ykazaHuem
ee pe3yJsibTara (ycreniHas, HeycIenHas — HeCaHKIIMOHUPOBaHHas ), UACHTU(HUKATOP
CyOBeKTa IOCTYIA, crienudukays 3anmmaemMoro daiina;

20

OcCy1IecTBISTh PETUCTPALMIO MOIBITOK JOCTYIA MPOTPAMMHBIX CPEJICTB K
CJICTYFOIIUM JIOTIOJTHUTEIHHBIM 3alIUIIIAaeMbIM 00BbEKTaM JJOCTYIA: TEPMHUHAJIAM,
KoMIibtoTepam, y3nam cetu UCIIIH, muausiM (KaHamaMm) CBsI3U, BHEITHUM
YCTPOMCTBAM KOMITBIOTEPOB, IPOTpaMMaM, TOMaM, Kataioram, (haiaam, 3amucsm,
MoJIsIM 3amuceil. B mapaMmeTrpax perucTpanuu yka3plBalOTCs JaTa U BpeMs OMBITKU
JIOCTyTA K 3aIIHUIIAeMOMYy OOBEKTY C yKa3aHUEM €€ pe3yJibraTa (yCrelHas,
HEyCIelTHasi — HECAaHKIIMOHUPOBaHHasl ), HACHTU(UKATOP CyObeKTa JOCTyIa,
cnenuuKanys 3aIIaeMoro 00beKTa — JIOTHIECKOe UMl (HOMeED);

21

[TpoBOaUTH yueT Bcex 3alUIaeMblX HOCUTENeH HH(POPMAIIUH ¢ IOMOIIBIO UX
MapKUPOBKH U C 3aHECEHUEM YUETHbIX JaHHBIX B )KypHaJ (YUETHYIO KapTOUKY);

22

OcymmecTBIATh OYUCTKY (00HYJICHHE, 00e3IMIMBAaHUE) OCBOOOKIAEMBIX 00JIacTei
OTIepaTUBHOM MaMsATH KOMIIBIOTEPOB U BHEIIHUX Hakomuresne. Ouncrka
OCYILECTBIISICTCS] OTHOKPATHOW IPOM3BOJIHLHOM 3aIHCHI0 B 0CBOOOKIAEMYIO 00JIACTh
MaMsITH, paHee UCIIOIb30BAHHYIO JJIsl XpaHEHUS 3allUIaeMbIX JaHHBIX ((aitiios,
uH(popMalun);

B nogcucreme obecrieueHus ICJIIOCTHOCTH

O0becneunTh 1ETOCTHOCTD MPOTrPaMMHBIX cpecTB 3auThl B coctaBe C3I1/1H, a
TaK)K€ HEM3MEHHOCTb ITPOrpaMMHOM cpenibl. [Ipu 3TOM 1IETOCTHOCTH CPEACTB 3aIUTHI
MIPOBEPSIETCS TPU 3arPy3Ke CUCTEMBI 110 HATMYUIO UMEH (MICHTUPUKATOPOB)
komnoHeHT C3I1/[H, 1enoCcTHOCTh MPOrpaMMHOM Cpefibl 00ecTiedrBaeTCst
orcyrctBreM B ICITJIH cpenicTB pa3pabOTKH M OTJIAKH IPOrPaMM;

OcymectBiTh ¢puznyeckyro oxpany UCIIIH (ycTpoiicTB u HOocuTemnei
nH(popMaIun), IpeIycMaTPUBAIOIIYI0 KOHTPOJIh 1ocTymna B momenienus UCIqx
IIOCTOPOHHUX JIUL[, HAJIMYME HAJEKHBIX IIPEIATCTBUN JUIsl HECAHKLIHOHUPOBAHHOTO
npoHukHoBeHus: B nomeneHust MCII[IH u xpanunuiie HocuTenel nHdopMaluu;
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[TpoBoauTh nepuoandeckoe rectupoBanue pynkunit C3I1/1H npu n3mMeHeHNH
nporpamMmHuoi cpeasl v nepconasia UCIIJIH ¢ momolibio TecT-mporpamm,
umuTupytronux nonsitku HCJL;

JIOJKHBI OBITh B HAJIMYMU cpesicTBa BoccTaHoBieHust C3I1/[H, npeaycmaTpuBaromue
BE€JICHUE JIBYX KONMH IPOrpaMMHBIX CPEICTB 3aIUUThl HHPOPMALIUU, UX
NEPHOANIECKOE OOHOBIIEHHE M KOHTPOJb pab0TOCTIOCOOHOCTH;

[IpoBOaUTH MPOBEPKY LIETOCTHOCTH MOAYJIEeH cpencTBa 3amuThl oT [IMB,
HEOOXOIUMBIX JIJISl €70 KOPPEKTHOTO (DYHKIIMOHUPOBAHWSI, IIPH €T0 3arpy3Ke C
MCIOJIb30BAHUEM KOHTPOJIbHBIX CYMM;

ObecneunTh BO3MOXKHOCTh BOCCTAHOBJIEHUS cpezcTBa 3auuThl oT [IMB,
IIPEAYCMAaTPUBAOIIAs BEACHUE ABYX KOIUNA IPOTPAMMHOIO CPEACTB 3aLUTHL, €ro
HEepUOIMYECKOe OOHOBJIEHUE U KOHTPOJIb pab0TOCIOCOOHOCTH;

PeannzoBaTh MeXaHU3MBI IPOBEPKH LIETOCTHOCTH [TAKETOB OOHOBJIEHUI CPEICTBA
3aiuThl oT [IMB ¢ ncnosnap3oBaHrEM KOHTPOJIBHBIX CYyMM;

[TpoBoauTh pe3epBHOe kKonupoBanue [1/[H Ha oTYy)k1aeMble HOCUTENU HHPOPMALIUH;

B ITOACHUCTCMC aHTHBHPYCHOﬁ 3alllUThI:

IIpoBoanTh aBTOMAaTHUYECKYIO NMPOBepKY Ha Haymuue BII wim nocnencreui IIMB
npu ummnopre B MCII/IH Bcex nmporpaMMHBIX MOty el (IPUKIIAJAHBIX IPOTPaMM),
KOTOpBIE MOTYT cozepkarh BIl, Mo ux TUMOBBIM 11a0JI0HAM U ¢ TOMOIIbIO
OBPUCTUYECKOIO aHAIN3A;

PeannzoBaTh MeEXaHU3MbI ABTOMAaTHYECKOIO 0JIOKHpOBaHMs 0OHapykeHHBIX BII
IIyTEM UX YAAJIEHUS U3 IPOrPaMMHBIX MOIYJIEN WM YHUUYTOXKECHUS;

PerynsipHo BBIOTHATH (IIpU TIepBOM 3amycke cpeacTs 3amuThl [1/]H o [IMB u ¢
yCTaHaBJIMBAaEMOU NMEPUOINYHOCTHIO) MPOBEPKA HA MpenaMeT Hanuus B HuX BII;

JoikHa mHnnurpoBaThesa apToMarnueckas nposepka MCII/Ixn Ha npenmer Hanuuus
BII npu BeisiBnenun akra [IIMB;
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PeanuzoBaTh MexaHU3M OTKaTa JUisl YCTAaHABIMBAEMOI0 YMCia ONepaluid yaaleHus
BII u3 onepatuBHOM WM MOCTOSAHHOW MaMATH, U3 IPOTPAMMHBIX MOAYJIEH U
MPUKJIAHBIX TPOrPaMM HJIM IPOTPAMMHBIX CPEICTB, cojaepxkaiux BIl.

Hononaurensno B UCIIJIH nomxeH npoBOaUTHCS HEMPEPHIBHBIA aBTOMAaTUYECKUN
MOHHTOPHHT HH(POPMAITMIOHHOTO OOMEHA ¢ BHEITHEH CEThIO ¢ 1eNbI0 BhisiBiIeHUs BIT.

\4

Kontposs orcyrereust H/IB B [10 C3U1

Jis mporpaMMHOT0 o0ecrieueHus, UCIOIb3yeMOro Py 3aliuTe HHPOopMaIui B
NCTIn (cpencts 3amuthl nHGopmanmu — C3V, B TOM 4uClie U BCTPOSCHHBIX B
oO1ecucTeMHOE U IPHUKJIaHOE TTporpammHoe obecriedeHue — [10), momkeH ObITh
o0ecrnevyeH COOTBETCTBYIOLINM ypoBEeHb KOHTpouId oTcyTcTBUS B HeM H/IB (He
JIEKJIApUPOBAHHBIX BOZMOKHOCTEN).

VI

Oo6napyxenue Bropxkernnii B UCTIH

OOHapyXeHue BTOP>KEHHUH JOKHO 00ecrieunBaThes MyTeM UCIIOJIb30BaHMs B
cocraBe VICIIJIH nporpaMMHBIX WJIM IPOrPaMMHO-AIIAPaTHbIX CPEACTB (CUCTEM)
oOHapyxenus Bropkenuii (COB).

Heob6xoaumMo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
UCIIOJIb3YIOIINE CUTHATYPHbIE METO bl aHAJIN3a

Heo6xonnMo 00s3aTenbHOE HCIIOIb30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTaK,
UCIIOJIb3YIOIINE CUTHATYPHbIE METO bl aHAJIM3a U METO/bI BBISIBICHUS aHOMAJIUN

VIl

3amura UCIT Iz ot [IDMUH

Hnst o6paboTku nHbOopManuu HeoOXxoauMo uctosib3oBaTh CBT, ynoBneTBopsromnime
TpeboBaHusAM cTaHAapToB Poccuiickoit deneparuu mo 31eKTpOMarHuTHON
COBMECTUMOCTH, 110 0€30IIaCHOCTU U SPrOHOMHYECKUM TPeOOBaHUAM K CPEICTBAM
0TOOpakeHUs1 HHPOPMAIINH, [0 CAHUTAPHBIM HOpMaM, MPEeIbIBISIEMbIM K
BueoauciuieiHeM TepmuHanam [19BM (aanpumep, OCT 29216 91, TOCT P
50948-2001, 'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBus UCIIJIH TpeboBanmsm 6e3onacHocTH [1][H

[TpoBectn 00s3aTeNbHYIO CepTU(UKALINIO (aTTECTAIMIO) [0 TPEOOBAHUSIM
6e30macHOCTH UH(pOpMaINH;

JlexmapupoBaTh COOTBETCTBUE MM 00s3aTENBHYIO cepTH(UKALINIO (aTTECTAIUIO) TIO
TpeboBaHUsIM 0€301acHOCTH HHGOpMAINH (TI0 PEIICHUIO OTIepaTopa);




[Mpumeuanue: s UCITIn 4-ro knacca nepedeHb Meponpustuii o 3amute [1/IH onpexaensercs B 3aBUCUMOCTH OT yIiepoa,

KOTOpBIfI MOJKET OBITH HAHECEH BCJICACTBUC HCCAHKIITMOHHUPOBAHHOI'O NJIM HCIIPECAHAMCPCHHOI'O AOCTYIIA K HI[H

[Tpunosxxkenue 2. Ypopuu 3amuiieHHocTd UCITIH (CornacHo noBomy nocranosnenuto [Ipasurenscrsa P® or 01.11.2012
N 1119 «O6 yTBepxkaeHnn TpeOOBaHU K 3aIIUTE MEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B MHPOPMAITMOHHBIX CUCTEMAX
IIEPCOHAIBHBIX JaHHBIX).
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TpeboBanus k 3amute [1/1H \ YpoBeHb 3alHIIEHHOCTH
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Opranuzanus pexuma odecriedeHrs 6e30MacCHOCTH MOMEIICHUH, B KOTOPBIX pa3MeleHa HHPOopMarnoHHas + + + +
CHCTEeMa, MPETSATCTBYIONIETO BO3MOKHOCTH HEKOHTPOIMPYEMOTO TPOHUKHOBEHUS HJIH PEObIBAHUS B ATHUX
MOMEIICHUSX JINII, HE UMEIOIINX MPaBa JOCTYIA B OTH MOMEIICHHS.

ObecrieueHne COXpPaHHOCTH HOCHUTEJICH MEePCOHATBHBIX TaHHBIX. + + + +

VYTBepxneHue pykopoautenem onepartopa I[1/IH 1okymMeHTa, onpeesnsioniero nepeyeHsb JIUL, T0CTYN KOTOPbIX K + + + +
NIEPCOHAIBHBIM JJAaHHBIM, 00padaThIBaeMbIM B HH()OPMAIIMOHHON CHCTEME, HEOOXOAUM JIJIsl BHITIOJTHEHUS! HMU
CITy’K€OHBIX (TPYIOBbIX) 00SI3aHHOCTEH.

Hcnonb3oBanue cpecTB 3alIUTHl HHPOPMAIUH, IPOLIEANINX MTPOLIETYPY OLEHKH COOTBETCTBUS TPEOOBAHUAM + + + +
3akoHosaTenbcTBa Poccuiickoit @enepannu B obnactu odecriedeHns 6e30macHOCTH HH(OpMaIY, B ciiy4yae, Korja
IPUMEHEHHE TaKUX CPEICTB He0OX0IMMO JUIsl HEWTpaJIM3allui aKTyaJIbHbIX YTPO3.

Heo6xoanMocTh Ha3Hau€HMs TOHKHOCTHOTO JIHIa (paOOTHHKA), OTBETCTBEHHOI'O 3a o0ecreueHne 0e30MacHOCTH +
NEPCOHAIbHBIX JaHHBIX B MH()OPMALIMOHHOW CUCTEME.

Bo3MoXHOCTB 10CTYyIA K COJIEPKAHUIO HINEKTPOHHOTO JKypHasla COOOIIEHUH UCKITFOUUTEIBHO IS TOKHOCTHBIX +
mu1 (paOOTHUKOB) ONepaTopa WK YIIOJTHOMOYEHHOTO JIMIA, KOTOPBIM CBEICHHUS, COJIEpKaINecs B YKa3aHHOM
KypHase, He0OXOIMMBI JJIsl BBIOJIHEHUS CITY>KEOHBIX (TPYJIOBbIX) 00513aHHOCTEH.

ABTOMaTHUYECKas PETUCTPALIMS B SJIEKTPOHHOM ypHalle 6€301MaCHOCTH U3MEHEHHUSI TIOJITHOMOYUI COTPYAHHUKA +
oreparopa Io JIOCTYIY K HepCOHAIbHBIM JaHHBIM, COJIpKALTMMCS B MHPOPMALIMOHHOM CUCTEME.
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Co31aHue CTPYKTYPHOTO MOIpa3IeIICHus, OTBETCTBEHHOIO 3a 00ecredeHrne 0e30acHOCTH TIEPCOHANBHBIX TaHHBIX
B MH()OPMALIMOHHON cUCTEME, JINOO BO3JI0KEHHE Ha OJTHO M3 CTPYKTYPHBIX MOpa3aeieHui QyHKIUi 110
00€ECIIEUEHNIO TAKOH 0E30IIaCHOCTH.




